Fleet F77

DATA Integration, applications and security
- An IT managers guide




Fleet F77 — Simple interfacing!




Fleet F77 — Onboard data connectivity

» ‘Single user’ connection
— A single PC connected to ISDN/MPDS ports

» Suitable for smaller vessels and ‘low tech’
operations

 LAN connection
— COTS router can be used on either/both channels

* Where ship has multiple (IP) systems that require
connection to the terminal

* Intelligent routed connection
— Advanced router or bespoke server acting as router

« Can provide intelligent routing for different types of
traffic




Fleet F77 — Outbound connectivity

. ISDN channel can be used to connect to:

+ The Internet via a conventional ISP or LESO
service (IP)

The corporate network via a RAS server (IP)

Dedicated systems supporting proprietary
protocols

- MPDS
+ The Internet, with a dynamic IP address
+ The Internet, with a static IP address

+
+



Fleet F77 — Inbound connectivity

- ISDN
+ Direct dial to terminal
- Requires RAS server on ship
+ No real security implications
- MPDS

+ Direct connectivity to either dynamic or static IP
address

- Simply requires terminal to be connected
+ Very real security and cost implication

+ LESO firewalls designed to prevent this
access




Fleet F77 - Integration to corporate systems

Dynamic or Static
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Fleet F77 — Security on board

- Likely threats & solutions

+ Inbound hack' whilst ISDN or MPDS connected to the
Internet

- Threat is proportional to time on-line
- Is unlikely to be a targeted attack

- If connected via a dynamic IP address, is unlikely
to be repeated

+ Inbound virus to ship e-mail server
- Very likely




Fleet F77 — Security on shore

- ISDN dial-in to corporate RAS server

+ Relies on password security and integrity of RAS
server

- ISDN and MPDS access from Internet

+ Choose carefully which services are available from the
Internet

Never host Internet services from a server that also
runs vital corporate services

+ Don't use corporate file server as e-mail or web
server

+ Don't allow direct access to internal e-mail
Server; use a proxy

Static IP addresses allows safe(ish) routing through
corporate firewall

Dynamic IP addresses require a VPN




Fleet F77 — Security summary

- ISDN access via F77 is just a standard dial-up user

- MPDS access via F77 is just a standard user
connecting from the Internet

- Most security breaches result from password cracking

- Over 50% of security breaches are made from within




Fleet F77 — ISDN Applications

For all high data volume applications
Compatible with most applications currently used
over A, B, M

- More than 6 times faster than A,B,M

- 10% more efficient than B HSD

Allows the use of more data intensive applications
on board

- Video conferencing/broadcast
- Send/Receive of digital images




Fleet F77 - MPDS Applications

- MPDS is good for:
‘Lite' data applications
‘Time insensitive' applications
Any application/process that incorporates dead-
time'
- Such as:
(Correctly controlled) Web browsing/webmail
Data reporting (trickle data)
Alerts/periodic reporting
User data entry




Fleet F77 - Optimisation Hints

- Take a look at www.inmarsat.com/fleet

O/S tweaks

Application set-up hints

Case studies

eneral, with any new application, we would:
For O/S ‘turn off' everything!

Check every application menu option to determine if
less data would be send/received if option were
changed

Use application whilst monitoring with a data analyser
(e.g. ComView) and the Klas Tool, or Cost Comparison
Tool

Determine whether application is ‘usable' over MPDS
or ISDN

Determine, document and train users in ‘best' use of
application
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Imho

- Messaging and Knowledge Management
- Consultancy
- Systems Integration
- Product Development

steve.allam@imhotek.com




